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ABSTRACT

For more than a decade, security researchers have been focusing on the sorry state of public-key
infrastructure on the internet, highlighting the widespread prevalence of broken, weak, and vulnerable
cryptographic keys. The existence of such keys has significant security implications, including the fact
that weaknesses in the keys allow for quicker factorization, enabling one to compute the corresponding
private keys more efficiently and undermining communication security. Misconfigurations in
cryptographic algorithms and software library implementation decisions can result in identifiable patterns
in generated keys, revealing information about the key's origin, such as the originating library, its specific
version, and the operating system used. Finally, inadequate randomness in key generation can result in the
same key being used for multiple hosts. In this talk, I will explore RSA public key reuse within the PKI
ecosystem and its implications.
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